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ABSTRACT
With the world’s ninth largest economy and comprising nearly 60%
of South America’s GDP, 47% of its territory, and 49% of its
population, Brazil has become a regional power and an important
actor in world affairs over recent decades. This scenario has led
the government to re-evaluate its role in the world order,
resulting in the enactment of the National Defence Policy, whose
objective was to consolidate the country as a regional power
while at the same time addressing national security issues,
promoting economic development through a series of defence
programmes, restructuring the defence industrial base, fostering
innovation through technology and knowledge transfer to Brazil,
and indigenous research and development. However, the policy’s
implementation suffers from several challenges discussed in this
article, which may test the capability and competence of Brazilian
policymakers, military, industrialists, and other individuals and
organisations involved in its implementation.
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Introduction

Brazil has become a regional power in South America and an influential actor on the world
stage over recent decades. Regionally, it accounts for almost 60% of South America’s
GDP,1 47% of its territory, and 49% of its population.2 Globally, Brazil was the ninth
largest economy in 2016 and is recognised as a rising power alongside other emerging
countries.3 In addition, a sentiment of grandiosity has always been present in the Brazilian
national strategic culture, wherein the country regards itself as destined for greatness and a
more influential role in world affairs.4

In order to fulfil its “destiny,” Brazil – a long-time supporter of the principles of sover-
eignty, self-determination, and non-intervention – has historically advocated the use of
soft power capabilities to advance its foreign policy priorities and promote changes in
the international scenario conducive to its interests. Yet, despite Braziĺs traditional prefer-
ence for non-confrontational politics, non-coercive strategies, and ideational resources of
leadership – such as consensus building and persuasion – relatively recent changes regard-
ing how Brazilian policymakers understand the legitimacy of the use of power to pursue
foreign policy objectives seem to be gaining momentum.
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The basis for this new strategic mindset seems to be the widespread perception among
the Brazilian politico-military establishment that the use of soft power resources without
the support of strong hard power capabilities might be insufficient to accomplish Brazil’s
objectives. This perception, in turn, reflects a growing understanding that no country
has been able to acquire global power status without a solid military power to comp-
lement its diplomatic and economic credentials; thus informing the gradually increasing
reliance of recent Brazilian defence and foreign policies on hard power capabilities
rather than on ideational factors alone. Implicit in this new stance is the premise that
if Brazil is to increase its international standing and be recognised as a major stakeholder
not only in its region, but also in global affairs, the country needs to be prepared to
embrace responsibilities that surpass mere diplomatic action and rhetoric. Above all,
it needs to be able to flex its muscles and display military and power projection capabili-
ties and resolve.

Far from indicating that this strategic framework implies the adoption of an aggressive
or warlike international behaviour, Brazilian defence and foreign policies highlight diplo-
matic actions as the primary instrument for conflict resolution and takes a strategic pos-
ition based on the readiness and credibility of military capabilities that would lead to a
dissuasion effect.5 Such deep interconnection between foreign policy and national
defence policy helps to forge a narrative that confirms Brazil’s identity as a pacifist
country, while simultaneously substantiating and strengthening its claims to recognition
as a major actor in the international system, ultimately paving its way to attaining a per-
manent seat on the United Nations Security Council (UNSC).

Such shifting perceptions would appear to have more contemporaneous origins with
the creation of the Brazilian Ministry of Defence in 1999, an institution charged not
only with the task of uniting the Army, the Navy and the Air Force, but also with the
responsibility for formulating the basis of a national defence policy, as well as the doctrine,
policy and military strategy of defence.6 The introduction of the National Defence Policy
(NDP),7 the National Defence Strategy (NDS),8 the Brazilian White Paper9 and the
Defence Articulation and Equipment Plan,10 which together form the Brazilian defence
policy framework, seems to have provided the groundwork through which this trend
flourished. An additional consequence has been the allocation of the necessary attention
and investments to the defence sector, with the intention of rebuilding Brazil’s military
capabilities and restructuring its defence industrial base up to the level of the 1980s;
when the country possessed one of the most booming defence industries in the developing
world and was the fifth largest global exporter of defence hardware.11

Despite some important conceptual changes taking place in the Brazilian strategic fra-
mework, there has been an apparent scarcity of research regarding its defence sector.
Nevertheless, among the different researches involving the Brazilian defence sector,12 an
important debate has been carried out over defence politics and the role of institutions
and actors in the sector, especially civilian control of the military after the creation of
the Ministry of Defence and the enactment of the NDP.13 This paper, however, moves
away from that perspective and focuses on policy rather than politics, adding a different
viewpoint to the debate through an analysis regarding the NDP and its objectives in
terms of foreign policy, national security, economic growth, and technological innovation.
Moreover, the periodical revision14 of the NDS and the end of the Labour Party ruling era
in Brazil in late 2016; after 13 years in power, provides a perfect interval for an analysis of
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these legal instruments from a retrospective angle, highlighting objectives, achievements
and failures.

Therefore, this article is structured as follows: The first section introduces what consti-
tutes defence from the Brazilian perspective, laying the foundation for the ensuing discus-
sion. Following this, the second section frames the discussion in the context of South
America’s geopolitics, discussing defence as a foreign policy instrument. The third
section presents national security issues in the Brazilian defence and security environ-
ments. Subsequently the Brazilian defence industrial base and the NDP are presented as
mechanisms to foster economic growth and expand foreign trade. In the fifth section,
the use of defence investments as a way to increase technological innovation is discussed.
Finally, potential implications and limitations of this research will be presented and
examined.

Defence from a Brazilian perspective

The concept of “national defence” varies greatly between countries. For operational pur-
poses, this paper will adopt the definition proposed by Aben15 as a baseline: “defence con-
sists in the capability to implement, in any time, in any circumstance, the means to
prevent, deter or fight any form of aggression in order to guarantee the integrity and
safety of the nation’s interests.” From this definition, it follows that every country either
has defence capabilities or fundamentally needs to develop them. Moreover, “in any
time” and “in any circumstance” imply an enduring attitude regarding defence as
opposed to a temporary or reactive disposition towards an imminent threat or situation.
Likewise, the notion that permanent defence capabilities can be used to “prevent, deter or
fight” stresses the different levels of engagement that can be adopted, which include pre-
venting a conflict, holding an official protest, demonstrating power for purposes of dissua-
sion, conducting a pre-emptive attack to defend oneself, and engaging in massive
retaliation. The mention of “any form of aggression” also expands the spectrum of possi-
bilities, from defending territorial integrity, sovereignty or people, to defending other
interests such as economic and technological ones. Finally, “guarantee the integrity and
safety” of a state means that defence capability must be sufficient to secure the whole of
the country’s interests and produce a sentiment of tranquillity to its people.

The Brazilian definition of defence was presented in the NDP16 as a “set of State
measures and actions, with emphasis in the military expression, to ensure the defence
of the territory, sovereignty and national interests, preponderantly against foreign
threats, potential or manifest.” This definition touches on three important aspects that
require discussion. The first is related to the statement “with emphasis in the military
expression”; this implies that defence actions are not limited only to military expression,
but should also incorporate other national power expressions such as the political, econ-
omic, psychosocial, scientific, or technological; even if in a limited way. The second aspect
relates to the recognition that not only territory and people should be defended, but also
the country’s sovereignty and national interests, considerably amplifying possibilities for
action. Finally, the third aspect highlights that the threats against Brazil would be prepon-
derantly foreign, so defence capabilities should be primarily focused on this scenario.

Therefore, defence from a Brazilian perspective is focused on, but not limited to, main-
taining the integrity and safety of Brazilian interests against foreign threats from other
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countries or organisations. This definition of defence, though not as well elaborated as that
presented by Aben,17 draws attention to some important features that have led to the
development of a series of defence programmes aimed at reorganising the Brazilian
Armed Forces. Moreover, these programmes represent both the basis for restructuring
the Brazilian defence industrial base and a key element in fostering technological inno-
vation based mostly on indigenous technology. Similar to other emerging countries –
such as India and China – Brazil adopts a definition of defence that implies a discourse
logic which combines security and development, while addressing issues related to
foreign policy, national security, economic growth, and technological innovation,18 as
illustrated in Figure 1.

In summary, the Brazilian view of defence, and by consequence its defence policy and
strategy, appears to be designed with the objective of consolidating the country’s position
as a regional power and gaining more influence in the world through the use of both soft
and hard power capabilities with greater confidence. The government seeks to implement
this strategy through several programmes that not only intend to deliver the defence capa-
bilities needed to reposition Brazil as an important power, but also wants to foster tech-
nological autonomy and economic development. Such evaluation shaped the
formulation of the NDP, which, as Cepik and Bertol19 argued, “provides a conceptual
and normative discourse about Brazil’s place in the international system. As such, the
document falls more within the realm of foreign affairs than on defence per se.”

Geopolitics in South America

The post-Cold War decades were marked by the shift of power from a unipolar to a multi-
polar world in which traditional US hegemony seems to be gradually declining.20 Despite
apparently having the power to shape the world after its own interests diminished, the
USA remains a major force in South America and has implemented several plans to

Figure 1. Brazilian National Defence logic.
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increase its influence in the region. These include Plan Colombia, Plan Mérida, re-
launching of the US Fourth Fleet, US training programmes for Latin American military
personnel, and active bases and personnel in South America; including the construction
of a new military base in the north of Argentina, bordering Brazil and Paraguay, where
US military forces will work with the Drug Enforcement Agency (DEA), the Federal
Bureau of Intelligence, and the Department of Homeland Security (DHS) arguably to
improve addressing issues of terrorism and drug-trafficking in the Triple Border area,
besides other minor initiatives. At the same time, the need for the European Union,
another Western power, to focus its agenda on domestic challenges – such as the Greek
debt crisis, the disagreement among its member states regarding the strategy for addres-
sing the refugee crisis, Brexit,21 and the Catalan referenda – has checked the momentum
for expanding the regional integration model.

Meanwhile, old players such as Russia and China have started to challenge the estab-
lished world order, the former challenging Europe and NATO regarding sovereign Ukrai-
nian territory, and the latter regarding the control of islands in the South China Sea.22

Russia also sought to re-establish closer relations with Latin America not only to increase
its commercial presence in the region and forge a more solid cooperation in the defence
sector, but also to gain “access to ports and airfields in the region so as to support Russian
military operations in the vicinity of the United States,”23 particularly in Cuba, Nicaragua
and Venezuela.

The Chinese strategy regarding Latin America, however, is more aggressive and
twofold. On one hand, it seeks to present itself to the region as an alternative to the
West by using its economic power to offer loans and funds that have contributed to pre-
serving allied regimes in Venezuela, Ecuador, and Bolivia; making investments in infra-
structure projects and to gain access to natural resources, while also signing bilateral
free trade agreements with Chile and Peru as members of the Asia-Pacific Economic
Cooperation (APEC).24 On the other hand, China expands its military influence in the
region by offering educational and training programmes with the People’s Liberation
Army and increasing the offer of arms and equipment from Chinese companies.25 Fur-
thermore, through the launching of its “Belt and Road” initiative, an ambitious develop-
ment project estimated in over USD 1 trillion, China seeks to expand its influence by
boosting trade, providing massive funds for infrastructure building, and stimulating econ-
omic growth mainly, but not only, along the centuries-old Silk Road. The Chinese initiat-
ive, which parallels the Brazilian and Russian support, seems to know no geographic
boundaries, and includes Latin America. All these changes in the global order have
given rise to a new multipolar world dominated by tier-one powers such as the USA,
China, the European Union, and Russia.

Alongside the changes in the global order, India, Brazil, and South Africa (IBSA) have
apparently emerged as intermediaries – regional or tier-two powers – given their role in
their region and their ability to work as intermediaries between tier-one powers and the
remaining countries in their immediate region of influence.26 The growing economic
importance of China, Russia, and the IBSA countries has led them to form the BRICS,
in 2006, despite significant political divergences. The co-operation among these countries
has grown in a number of significant areas, particularly concerning global economic
governance. Such strategy focuses on the establishment of working groups to strengthen
commercial initiatives and capital market in order to boost economic growth, accelerate
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the internationalisation of sovereign currency for a better international monetary system,
reduce institutional and conceptual barriers to accelerate their technological and financial
development,27 and eventually establish their own rating agency. Moreover, Brazil has
demonstrated that it intends to obtain technology from developing and emerging
countries rather than exclusively from mature economies, even in areas of advanced
technology.28

At the continental level, power dynamics are shaped by regional integration efforts such
as the Common Market of the South (MERCOSUL) and the Union of South American
Nations (UNASUL). The MERCOSUL, an imperfect customs union composed of Argen-
tina, Brazil, Paraguay, Uruguay, and Venezuela, was created in 1991 and focuses primarily
on economic and commercial subjects. In contrast, UNASUL, composed of Argentina,
Bolivia, Brazil, Chile, Colombia, Ecuador, Guyana, Paraguay, Peru, Suriname, Uruguay,
and Venezuela, was created in 2008 and tends primarily to political and defence
issues29 – although regional integration is also a long-term objective. Brazil still seems
to follow a two-fold strategy to project its influence over neighbouring countries and to
position itself as a regional leader with the capacity to not only build a common South
American identity, but also to strengthen the region aspirations to greater geopolitical rel-
evance. On one hand, Brazil has sought, in recent years, to deepen its South-South co-
operation strategy while, simultaneously, trying to reinforce its role and presence in multi-
lateral forums and institutions, exercising its agency within the G20, IBSA Dialogue
Forum, South American-Arab Countries (ASPA), and BRICS summits.30 On the other
hand, within the UNASUL’s South American Defence Council (CDS), Brazil seeks to
project power and exert its hard power through combined training (within the framework
of the South American School of Defence and existing defence schools), the joint develop-
ment of defence product projects (e.g. the Gaucho light combat vehicle and KC-390 mili-
tary transport aircraft), and leading UN peacekeeping operations.31 Moreover, Brazilian
leadership in the United Nations’ Stabilisation Mission in Haiti (MINUSTAH) was
crucial in highlighting its role in peacekeeping efforts and strengthening its credentials
to assume greater responsibilities in the governance of the international order and to
meet increasingly higher UN collective security requirements worldwide.

The importance of any of these diplomatic initiatives should not be overestimated,
however, and must be put in a proper perspective. To some scholars,32 MERCOSUL
has so far failed to live up to its ambitions of integrating the region, as it has experienced
disappointing growth of trade within the bloc, which has fallen since 1998 – and up to
2016 – as a share of members’ total trade. Integration will likely be further stifled as MER-
COSUL countries insist on falling back on protectionist policies and display reluctance
toward creating value-added supply chains, or regional production hubs. Likewise,
Brazil’s initiatives to establish and maintain a superficial and “relatively toothless”33

UNASUL under its leadership have been met with some distrust, and have led some
countries in the region to seek alternatives to any Brazilian would-be hegemony, whilst
others have openly “started balancing and constraining an increasingly ambitious Brasí-
lia.”34 Several countries, such as Colombia, Peru and Chile, have signed free-trade agree-
ments with the USA, and prefer to pursue a special relationship with the global
superpower. Along with Mexico, these Andean countries also established the Pacific Alli-
ance in 2012; a dynamic trade bloc created to counterbalance the weight of the Brazilian-
led MERCOSUL – in itself an increasingly dysfunctional, divided and emptied
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organisation which endures numerous threats of abandonment by its smaller and less
satisfied members, Paraguay and Uruguay. Further, Colombia’s withdrawal from
UNASUL in August 2018 left the bloc on the edge of virtual collapse, particularly when
one considers that Argentina, Brazil, Chile, Colombia, Peru, and Paraguay had already
suspended their UNASUL membership in April 2018 due to ideological disputes with
Caracas’ left-leaning allies. As for MINUSTAH: despite Brazilian leadership in the
mission is generally considered as a role model, the mission itself has been marred by con-
troversy involving allegations of sexual abuse and human rights violations. Likewise, while
the mission is credited with stabilising the country, there has been harsh criticism regard-
ing the excessive use of force in the restoration of law and order. The mission’s most con-
troversial legacy, however, relates to the outbreak of cholera in 2010. It is now estimated
that around 10,000 Haitians have died and over a million have been infected as a result of
the disastrous outbreak. At the end, MINUSTAH contributed to signal “Brazil’s commit-
ment to international accords and to demonstrate that it had sufficient commanding skills
to be considered a so-called global player or emerging power” and to integrate defence and
foreign policies by increasing the role of the Armed Forces in foreign affairs and peace-
keeping policy making, but it failed to modify doctrine and training, serving mainly as
training ground for pacification strategies, reinforcing internal warfare traditions used
in the country’s slums and urban settings and going on the opposite way of outward-
looking missions as stated on the NDP.35

In brief, the geopolitics of South America is shaped by not only the influence of major
powers such as the USA and China, but also regional efforts to present South America as
an independent geopolitical region in which Brazil is the main regional player. In that
context, three strategic goals are presented as guiding the NDP: (i) to support multilateral
security commitments both in the region and globally; (ii) to increase the country’s dissua-
sive capabilities; and (iii) to be able to use its Armed Forces in a number of intrinsically
different missions, ranging from “assisting in development efforts and natural emergencies
to help neutralizing violent threats to public safety and the constitutional order.”36 Some
argue, however, that one objective behind the NDP agenda was to gain geopolitical lever-
age, increasing Brazil’s capability to negotiate with tier-one powers and eventually project
its influence over weaker countries.37 According to this perspective, an upgrade in Brazil’s
international status could be developed through stronger, more modern military capabili-
ties that would be demonstrated through technology independence and leadership com-
petence. The combined and balanced use of its increased hard power and its traditional
soft power would be the means used by the Brazilian foreign policy to present itself as
a player with an important voice in global affairs. However, a country’s status in the
global order goes beyond its hard and soft power capabilities to encompass, among
others, aspects such as its political, security, and sovereignty stability; its economic, scien-
tific and technological capabilities and resources.

National security issues in Brazil

South America is a relatively peaceful region in terms of interstate conflicts,38 although
some long-standing territorial and border disputes still remain unresolved; among
them, the border disputes between Peru and Chile, Colombia and Venezuela; and Vene-
zuela and Guyana, as well as territorial disputes between Bolivia and Chile, the
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Antarctician territorial dispute between Chile and Argentina, and the disputes over the
Falklands Islands between Argentina and the United Kingdom.39 Brazil has no disputes
regarding territories with neighbouring countries, nor has it been involved in conflicts
in recent decades.40 The last conflict which the country was involved was the Second
World War, and the last regional conflict was the Paraguayan War in 1870. Besides
that, some of Brazil’s neighbouring countries have some minor border tensions without
implications for Brazil.41

Besides interstate conflicts, South America is also confronted with domestic crises in
many countries, as well as transnational security threats, which have helped to increase
violence in the region. The security agenda in South America is, therefore, multidimen-
sional and involves distinct systemic levels, which clarifies why it is necessary to analyse
the region from domestic, bilateral, and regional perspectives.

The main threats in the region have come from transnational and organised crime such
as drug trafficking, violent crime – assault, burglary, motor vehicle theft, robbery, sexual
crimes, and theft – and cybercrimes, rather than foreign states.42 Drug trafficking involving
Brazil is related mainly to cocaine and cannabis products, both for consumers and sellers.
The consumption of cocaine has increased in the country from 870,000 users in 2008 to
1,307,000 users in 2016, placing it second in the Americas, ranked only below the USA,
which has 4.7 million users.43 Moreover, Brazil is the most important transit country in
the global drug trade, as evidenced by cocaine seizures in Africa,44 Europe, and Asia,45

which indicate that the country has become an important route for the export Colombia-
produced cocaine (775,910 kg of cocaine leaf and 297,120 kg of cocaine base, paste, and
salts were seized in 2015), as presented in Figure 2.46 Further, international organised
crime groups have increasingly exploited Brazilian territory to identify transit points for
cocaine shipments from Colombia, Bolivia, and Peru to Europe.47 The cannabis market
has multiple players in the region. Most countries in South America – notably Brazil, Argen-
tina, Uruguay, and Chile – cite Paraguay as the main source of cannabis resin found in their
market; Paraguay was also responsible for 59% (5900 tons) of cannabis herb production in
South America in 200848 and, more recently, 36% of South American Marijuana herb
seizures (510 tons) in 2015.49 The use of cannabis products in Brazil increased with the
rising availability of cannabis products from Paraguay.50 Additionally, the legalisation of
cannabis production, distribution, selling, possession, and use in Uruguay was viewed as
unsuccessful by Argentinian and Brazilian authorities, especially after “statements from
police officials in Uruguay indicate[d] that cannabis trafficking has remained unchanged
and that organized criminal groups may have benefitted in the initial period before establish-
ment of the retail pharmacy system.”51 The use of the country as an important drug traffick-
ing route and its status as a major drug market have limited the ability of defence and
security forces in Brazil to control its borders against drug-related threats, which is the
subject of much discussion in Brazilian politics.

Venezuela, Colombia, and Brazil are countries with high murder rates, and there
“appears to be a strong relationship between the high rates of violence and the drug
trade” in the region.52 In Brazil, 62,517 homicides were reported in 2016,53 with a high
proportion linked to drug trafficking.54 The number of homicides stabilised in the South-
east and Central-West of Brazil, although it increased in the rest of the country, especially
in the North region. To grasp the meaning of the number of homicides in Brazil, it is
necessary to compare it with other countries. For instance, there were more homicides
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in Brazil by far than anywhere else in the world over the last years; India trailed behind,
accounting for 41,623 in 2014, and Mexico followed with 20,762 homicides in 2015. The
number of homicides in Brazil is more than three times greater than other BRICS
countries such as Russia (16,232 in 2015), China (10,083 in 2014), and South Africa
(18,673 in 2015); this increases to 54 times when compared to France (1017 in 2015),
which accounts for the greatest number of homicides in Europe. In a matter of fact, the
level of violence faced in Brazil exceeds what is observed in some conflicts such as the
recent Syrian War – that in 2015 registered 46,643 battle-related deaths55 – so it is possible
to state that Brazil fights a domestic war against criminal organisations. Thus, the high
number of homicides and their links with drug trafficking organisations consume
nearly the entire human-resources capacity of the security forces, while the use of
highly lethal weapons on the part of the criminals renders security forces vulnerable to
attacks and occasionally leads to the domestic deployment of the armed forces to fight
such organisations, reinforcing the police-soldier model and driving the armed forces
away from outward-looking missions.

Brazil also faces high rates of other types of crimes, as presented in Table 1. Because of
its size, Brazil leads the ranking of criminal activities in South America when considering
the number of occurrences. But when the crime rate is measured per capita, countries such
as Guyana (in assault), Chile (burglary, motor vehicle theft), Argentina (robbery), Para-
guay (sex crimes), and Uruguay (theft) lead the ranking, while Brazil usually ranks
third (assault and motor vehicle theft) or fourth (burglary and theft).56 The high crime

Figure 2. Main trafficking flows of cocaine. Source: UNODC, “Drug Seizures Report.”
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rate in Brazil puts more pressure on the security forces, and the occurrence of some of
these crimes next to the borders also puts pressure on the armed forces, given that they
have authorisation to act through preventive and repressive operations in a 150 km-
wide land strip along the 15,719 km of the Brazilian border.57

Another crime affecting Brazilians – predominantly women and transgender people –
is human trafficking for sexual exploitation in European countries such as Spain, Italy,
Portugal, France, the Netherlands, Germany, Austria, and Switzerland. The victims
mainly originate from Amazonas, Pará, Roraima, and Amapá; poor communities in the
north of the country, and usually travel through European-administrated territories to
reduce the risk of being intercepted in Europe. Human trafficking in Brazil involves
groups of European and Asian criminal organisations and, in the case of trafficking
women to Spain and Portugal, Russian groups dominate.58 Human trafficking usually
involves the federal security forces, primarily the Federal Police, but the armed forces
also consider it a threat to defence given their responsibility regarding transnational
crimes occurring in the border region.

Cybercrime is another threat that has been the subject of considerable attention on the
part of the Armed Forces, law enforcement units, and other government organisations.
The term is used broadly to

Table 1. Crimes by country.

Source: UNODC, “Crime and Criminal Justice Report.”
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describe criminal activity in which computers or computer networks are a tool, a target, or a
place of criminal activity and include everything from electronic cracking to denial of service
attacks. It is also used to include traditional crimes in which computers or networks are used
to enable the illicit activity.59

It involves a wide range of activities, such as cyber stalking, hacking, hacktivism, phishing,
espionage, sabotage, information warfare, fraud, identity theft, trafficking in intellectual
property, child pornography, and even terrorism. The number of cyber incidents has dra-
matically increased since 1999, especially in recent years, where Brazil has hosted some
major events such as the United Nations Conference on Sustainable Development: Rio
+20 (2012), the FIFA World Cup (2014), and the Olympic Games (2016), as illustrated
in Figure 3. In 2016, 647,112 attacks were reported in Brazil, most of which originated
in Brazil (55.49%), followed by the USA (12.23%), China (5.63%), and other countries
(less than 2% each).60 Moreover, in 2015, Brazil suffered the most attacks in Latin
America and was listed as third in the world in which attacks originated.61

The types of attack registered in Brazil are mostly scams (59.33%), followed by fraud
(15.87%), denial of service (DoS) (9.34%), web (8.57%), worms (4.37%), invasions
(0.26%), and others (2.27%).62 Attacks cost victims in Brazil USD 831 on average – a
figure much higher than the global average of USD 298 – resulting in an overall cost of
USD 8 billion to the Brazilian government. In addition to their financial cost, these
attacks threaten sensitive information, such as in the cases of the attack on the Brazilian
Ministry of Foreign Affairs in 2014, in which hackers accessed confidential information
and messages of 1500 Brazilian diplomats, and the attack against Brazilian Army person-
nel systems in which information of 7000 soldiers was leaked by hackers.63 The growing
concern about cybercrime in Brazil has led the federal government to include the cyber

Figure 3. Cyber incidents reported to CERT.br by year. Source: CERT.br, “Estatísticas Dos Incidentes
Reportados Ao CERT.Br” [Statistics of incidents reported to CERT.Br].
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sector as a strategic sector for national defence and order the Brazilian Army to coordinate
cyber defence and security efforts in the country, resulting in the creation of the Cyber
Defence Centre in 2012 and the Cyber Defence Command in 2014.64

In addition to multifaceted illicit activities, the country also faces conflicts involving
indigenous populations and land reform groups against the government. Incidents
between indigenous groups and the government usually occur due to disputes
related to autonomy and resources. Conflicts over land reform, usually led by the Land-
less Workers’Movement (MST) and the Homeless Workers’Movement (MTST), occur
to disperse highway blockades and during actions to reinstate farms and buildings
invaded by those groups in states such as São Paulo, Paraná, and Goiás.65 These
conflicts usually demand the use of the security forces to restore order, but also
occasionally involve the Armed Forces, especially in the case of conflicts with indigen-
ous groups.

In summary, the minor border issues among Brazil’s neighbour countries are not
enough to escalate and threaten the country; therefore, the main concerns in the region
are transnational and domestic organised crime groups, especially their actions in the
border region and their consequences to the major regions of the country. Other
violent crimes, such as assault, burglary, motor vehicle theft, robbery, sex crimes, and
theft, as well as social protests, put more pressure on security forces, occasionally
leading to the use of the Armed Forces as security forces. Moreover, cybercrime has
required the Armed Forces to create specialised organisations to combat and coordinate
national efforts against it. This scenario implies a different perspective on defence issues
in Brazil that varies from the use and development of traditional defence capabilities to
those focused on law and order enforcement. Therefore, although the NDP drives the
Armed Forces organisation toward outward-looking missions, the national security scen-
ario drives the Armed Forces to focus more on inward-looking missions, creating a
dilemma regarding NDP intentions and reality.

Brazilian defence industrial base

One factor driving the development of the NDP is the restructuring of the Brazilian
defence industrial base, under the premise that it would foster economic growth. From
a governmental perspective, this process began with the classification and registration
of companies and products by the Ministry of Defence. With the introduction of protec-
tionist policies such as Decrees 7.970/13 and 8.122/13, the implications of such classifi-
cations are that companies can now participate in exclusive procurement processes and
benefit from fiscal exemptions.66 However, despite the existence of 16 defence companies
and 68 strategic defence companies, 22 of which are allowed to benefit from fiscal exemp-
tions,67 none have received tax reductions or special treatment during procurement pro-
cesses. In practice, government procurement officers have no incentive to implement the
protectionist policies put in place to restructure the Brazilian defence industrial base. For
instance, the restricted procurement process is optional, so the decision is made by the
procurement officer, who can later be held accountable and fined by the Federal Court
of Accounts (TCU) because of higher prices created by the lack of competition. Similarly,
fiscal exemptions are bureaucratic; there are no clear guidelines, and customs officers have
no interest in reducing tax income.
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On the industrial side, the narrative used to restructure the Brazilian defence industrial
base is the potential contribution of this sector to the Brazilian economy. The arms sales by
the top 100 arms-producing and military services companies in the world are around
31.86% of their total sales.68 In Brazil, this share is even lower – around 15% – which
encourages most companies to develop products and technologies that can be applied
in other sectors.69 This aspect was incorporated in the NDS, which emphasises the need
to develop a military–academic–industrial complex able to develop technologies, products,
and services with both military and civilian use,70 forming a concept of intense co-oper-
ation known as the Triple Helix. Therefore, the defence industrial base is usually studied
based on the defence–security productive complex.71 An analysis of the socioeconomic
importance of the Brazilian defence–security productive complex revealed that it was
responsible for an economic impact of USD 85.847 billion in 2014, corresponding to
3.7% of Brazilian GDP, as illustrated in Figure 4.72 In 2014, defence and security activities
comprised USD 46.74 billion; the main industries that supply them and related primary
and tertiary activities produced USD 3.44 billion, USD 5.31 billion, and USD 30.34
billion, respectively.73

A portion of the products and components produced by the Brazilian defence industrial
base is exported to other countries, as presented in Figure 5. From 2000 to 2017, most Bra-
zilian arms exports were to countries in South America (USD 281 million), the Middle
East (USD 144 million), and Africa (USD 89 million). The main commercial partners

Figure 4. GDP of the defence and security complex. Source: FIPE, “Cadeia de Valor e ImportâNcia Socio-
econômica Da Indústria de Defesa e Segurança No Brasil” [Value chain and socioeconomic importance
of the defence and security industry in Brazil].
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were Colombia (USD 111 million), Indonesia (USD 106 million), Ecuador (USD 97
million), Afghanistan (USD 88 million), and Chile (USD 58 million). During that
period, the average annual export value was around USD 46.88 million while imports
reached USD 226.58 million, representing a significant trade deficit in the sector.74 More-
over, their low export level makes Brazilian defence companies heavily dependent on Bra-
zilian defence programmes with a high local content. The incentive to develop and use
indigenous technologies and products is a key element of the NDS,75 although in order
to develop a sustainable defence industrial base Brazilian defence companies need to
focus on different sectors (civilian and military) and markets (national and foreign).
The Brazilian defence industrial base committed a major mistake in the 1980s by focusing
on a single regional market, when 80% to 95% of total production was exported to Middle
Eastern countries (mainly because of the Iran–Iraq war) and no other market (including
the Brazilian Armed Forces) was able to absorb that production after the end of that
conflict.76 The only major companies that survived in that period were Embraer and
Avibras, who had succeeded in the civilian market, thus highlighting the importance of
diversifying clients and products bases.77

Nearly all weapons exported from Brazil were aircraft (accounting for USD 661
million), with some artillery systems (USD 68 million) and minor exports in other cat-
egories, as presented in Figure 6.78 The main exported products were the EMB 312
Tucano and EMB 314 Super Tucano aircrafts – both produced by Embraer, the 86th
top arms-producing and military service company in the world79 – and the artillery sat-
uration rocket system (ASTROS) produced by Avibras. Other aircraft models were also
exported by Embraer, and some aircraft (fixed and rotary wings) and ships were

Figure 5. Brazilian arms exports by country (2000–2017). Source: SIPRI, “SIPRI Arms Transfers
Database.”
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transferred between countries. The recent defence programmes intended to develop indi-
genous new products have begun to appear in arms exports statistics: this has been the case
for the KC-390 transport aircraft, which, though an unfinished project, has already been
ordered by Colombia and the Guarani armoured vehicle, ordered by Lebanon.80 Neverthe-
less, the variety and volume of arms exported remains low, highlighting the need to create
new products in different weapon categories. This situation contrasts with the industry in
the 1980s, when the country produced “virtually all categories of hardware and a wide
array of arms in the four main weapons classifications of missiles, airplanes, armoured
vehicles and ships.”81

In addition to diversifying its product and client bases, the Brazilian defence industrial
base needs to enter the market in an advantageous position. In the 1980s, Brazilian com-
panies adopted a successful niche strategy to avoid direct competition with major weapon
producers by focusing on bottom-end high-technology hardware. Neto82 explains that this
strategy consisted of “providing tropicalised technology, customising products, offering
on-site technical assistance, providing export credits, maintaining flexibility in compensa-
tory agreements, and having no strings attached.” Along with its design flexibility and
product toughness and reliability, this strategy contributed to the success of the industry
at that time.83 Nowadays, competition is much greater with many traditional and new
defence producers willing to make concessions and offering complete packages.84 More-
over, the gap between supply and demand for weapon systems similar to those produced
by Brazilian companies has reduced over recent years, putting additional pressure on
suppliers.85

The answers to the present challenges faced by Brazilian companies may be in lessons
from the past, when the Brazilian government and defence companies worked together to

Figure 6. Brazilian arms exports by weapons category (2000–2016). Source: SIPRI, “SIPRI Arms Transfers
Database.”
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strengthen commercial links with other countries. In the 1980s, Brazilian companies
established several licensing agreements and joint ventures with other – predominantly
European – firms, allowing the companies to enter the global defence market, acquire
new technologies, and learn sales techniques. Partner companies, on the other hand,
used Brazilian companies to sell their products, enter the Brazilian market, and export
to developing countries.86 Nowadays, the Brazilian defence market is more integrated
with the global defence supply chain,87 with foreign companies participating either
directly in defence programmes (as in the case of the Italian Iveco/Fiat within the
Guarani armoured vehicle programme) or through partnerships with Brazilian compa-
nies, such as the Brazilian Andrade Gutierrez and the French Thales partnership, the Bra-
zilian Norberto Odebrecht and the Russian Technologies State Corporation partnership,
and the Brazilian Embraer and the American Boeing partnership.88

In summary, the defence industrial base is composed of several companies that supply
not only weapon systems and components, but also products that support defence and
security activities. Some mechanisms have been designed to “protect” these companies,
supposedly helping them to be more competitive and develop new and relevant products,
but none of them have been used. The lack of competitiveness and the dependence on
defence programmes financed by the Brazilian government are evident from the low diver-
sity and volume of arms exports. Recent investments based on indigenous technology
appear to have shown their first results in terms of arms exports (KC-390 and
Guarani), with some orders placed even before the products’ final version. However, it
is too early to determine whether these investments can develop a sustainable product
like Embraer’s aircrafts or have a multiplier effect on the country’s overall exports as it
had in the past.89 What is certain, however, is that the current defence market is highly
competitive and Brazilian companies must both be flexible to meet buyers’ needs and inte-
grate more the global defence supply chain, in order to have strong partners and overcome
barriers. Moreover, the Brazilian government needs to learn from past experience and
support those companies through active commercial diplomacy abroad and offering
financing packages to buyers, an important strategy in major acquisitions.90 Therefore,
it is possible to state that so far, the NPD points toward positive results from its economic
growth perspective, however it is still too early to ascertain if these signs will lead to long-
term and sustainable results.

Brazilian defence technological innovation

The NDP defined that the reorganisation of the Brazilian Armed Forces and restructur-
ing of the defence industrial base should be based on indigenous technology as a way to
foster technological innovation in the country.91 In order to achieve this goal, several
agreements have been signed with major contractors of defence programmes to transfer
technology to Brazil. Moreover, indigenous research and development efforts have been
encouraged by government organisations through funding agencies. Combining both
strategies, the demand for negligible local content during the procurement phase
forced competitors to invest in transferring technology and production to Brazil or
local development of the products. The supersonic air fighter F-X2 programme illus-
trates the importance given by the Brazilian government to technology transfer, as
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authorities chose the Sweden Gripen NG project over competitors with superior and
existing capabilities.92

As discussed in the previous section, the first strategy for fostering the development of
indigenous technology was transferring and licensing technology from partner countries.
International partnerships are a common strategy among emerging countries such as
Brazil, India, and China for achieving technology independence and helping them to
advance decades of research and development in defence technology.93 This strategy
was already tested in Brazil during the 1980s and was successful for both parties; Brazilian
companies and organisations received technologies that helped them develop new pro-
ducts and processes, while sellers profited from licencing fees.94 The use of offset agree-
ments has become a widespread practice in major defence contracts, with governments
around the world demanding compensation from their sellers. Naturally, offset agree-
ments are an additional cost to buyers (albeit usually not explicitly), varying between
7% and 10%.95 Nevertheless, these practices create opportunities to gain access to technol-
ogies and knowledge that would not be otherwise available or that could not be afforded by
a research and development project. Moreover, these practices demand that the Brazilian
government and defence companies be ready to receive such knowledge and technologies,
first negotiating proper and feasible technology agreements then building a strong
business case to make use of such assets. Later, Brazilian defence companies will also
have to develop a model for transferring technology and knowledge to their clients as
they become more integrated in the global supply chain for defence.

In addition to transferring technology and knowledge, research and development
(R&D) was the second strategy defined to foster indigenous defence technology.
Despite the best of intentions and efforts, Brazil is extremely inefficient in terms of inno-
vation, occupying the 69th position among 127 countries in the Global Innovation Index
2017.96 This can be partly explained by the few investments made in research and devel-
opment by private companies, which perceive them as extremely expensive. Therefore, in
Brazil, most of the R&D investments are made by the government, in contrast to many
developed countries.97 This situation led the Brazilian government in 2013 to develop
an initiative called “Inova Aerodefesa” – a USD 1.5 billion programme that aims to
fund R&D efforts related to the defence and aerospace industries.98 This initiative and
efforts from the Air Force Technology Centre, the Army’s Technology Centre, and the
Navy’s Research Institute are the main sources of R&D in defence technology in Brazil.
It is soon to conclude, although these Brazilian R&D initiatives will soon face the question
of whether they have been able to develop truly innovative defence technologies rather
than merely extend the life cycle of outdated defence technologies.99 India, for example,
was not able to develop high technology systems as robust as those of Western countries,
and the technology gap remains after technology transfer agreements and local research
and development efforts.100 Moreover, the increasing trend of using off-the-shelf inno-
vations and technologies may shift the focus from product innovation to integration
and process innovation, changing the competencies and capabilities needed to cope
with this new process.101 In order to cope with the Brazilian R&D scenario, research
organisations need to focus their efforts on genuinely feasible and necessary technologies
and products, otherwise these “innovations” may never leave the laboratory.

In summary, Brazil’s strategies for developing indigenous defence technology are
focused on transferring and licencing agreements and R&D efforts. The first strategy is
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to use bargaining power during large defence acquisitions and advance the country’s tech-
nological development, gaining access to more advanced technology. The second strategy
focuses on R&D initiatives, mainly in military research centres, and could complement the
first strategy. The main barriers to innovation in the defence industry are the “lack of
qualified people, the shortage of funding sources, the excessive economic risks and high
costs of innovation.”102 The strategies discussed here tackle some of these issues, although
a more comprehensive and coordinated effort to promote the development of defence
technology in Brazil is needed. Critics such as Dagnino103 argue that the spin-off effect
defended by the enthusiasts of the development of indigenous technology may not
occur given the level of technology developed by Brazilian companies and their belief
that foreign technology is better than Brazilian technology; although, lessons from the
past show that these kinds of strategies may work, as they did for Embraer.104 Therefore,
it not possible to ascertain if the NDP produced any relevant case of technology innovation
in the Brazilian defence industrial base, given that most defence programmes are still
under development and it is still early to notice any spin-off effect from them.

Conclusions

In present times, the strengthening of dissuasive capabilities seems to be one of the most
viable strategies to resolve conflicts in peacetime; but its effectiveness depends on actions
in other power dimensions. For instance, investments in research and technology devel-
opment, as well as on human capital certainly help to improve those capabilities. In the
economic and geopolitical fields, the world’s political establishment is defined by pressure
from international organisations over national and regional interests, sometimes with
hidden agendas behind their narratives. In this context, the NDP was analysed herein
as an instrument formulated to address issues related to foreign policy, national security,
economic growth, and technological innovation.

The findings highlight that geopolitics in South America is shaped mainly by major
powers such as the USA and China, but also by regional efforts to reposition the region
as geopolitically independent, with Brazil as the leading regional power. In this context,
the NDP was designed as an instrument to strengthen Brazilian hard power, combine
its soft power skills, project power over its neighbours, and consolidate itself as the
regional leader, even though more than 10 years after its enactment, defence capabilities
were not sufficiently developed and articulated to promote the desired results. From the
national security perspective, the main threats in the region are cybercrimes and transna-
tional and organised crime groups, especially their actions at the border region and their
consequences to the major regions of the country.105 Accordingly, the NDP has led to the
development of defence programmes that focus on controlling the border and protecting
Brazilian cyberspace in addition to those focused on developing conventional defence
capabilities such as tanks, aircrafts, missiles, vessels, submarines, and weapons in
general. However, the duration and complexity of such programmes have not delivered
sufficient capabilities, if any, to face the country’s main security issues. The economic
growth aspect of the policy is driven by the execution of major defence programmes
that would lead to the restructuring of the Brazilian defence industrial base. In this
matter, some protectionist mechanisms have been created to “protect” the defence indus-
trial base and make it more competitive, although none of them were actually used.
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Moreover, the defence industrial base is highly dependent on the defence programmes
financed by the Brazilian government and there are low diversity and volume in arms
exports, despite the initial orders placed by foreign countries for the KC-390 transport air-
craft and the Guarani armoured vehicle. Therefore, the restructuring of the defence indus-
trial base seems far from successful in developing sustainable companies and products.
From the technological innovation perspective, the NDP has worked mainly as a
channel through which investments in major defence programmes had created compen-
sation agreements to transfer technology and knowledge to the country. The policy has
also contributed to the creation of some funding programmes to invest in indigenous
research and development, although both the defence and technological innovation strat-
egies had been poorly implemented and very inefficient.

It is possible to conclude that the objective of the NDP was to consolidate the country as
a regional power and present itself as an important player in the world while simul-
taneously addressing some national security issues, promoting economic development
through a series of defence programmes, restructuring the defence industrial base, and fos-
tering innovation through technology and knowledge transfer to Brazil and indigenous
research and development. However, implementation has suffered from several challenges
discussed in this article, which may test the capability and competence of Brazilian policy-
makers, military, industrialists, and other individuals and organisations involved. There-
fore, it seems appropriate to offer recommendations based on this research. From the
standpoint of foreign policy, it is important to highlight that increased power is only
effective when properly exercised, integrated and aligned to foreign policy objectives, so
the Brazilian government needs to become involved in activities that allow it to show capa-
bility in terms of military leadership, doctrine, weapon systems, diplomatic problem
solving, and so on. Peacekeeping missions, combined military exercises, war games, mili-
tary student exchanges, and an active voice in international forums seem to be appropriate
ways to do this without causing regional instability. From a national security perspective,
managers in charge of implementing the NDP need to formulate defence programmes that
address the main threats to Brazil. Some defence programmes regarding border surveil-
lance and cyber defence appear to do it, but the complexity of the defence and security
scenario demands solutions based on efforts from multiple government agencies and
organisations, not only the defence sector. Therefore, defence and security capabilities
need to be developed across several organisations, and concerns regarding sharing
defence programme budgets need to be set aside. The economic growth aspects of this
policy seek to develop a more competitive industry but focus on the wrong solutions.
The policy created restricted procurement processes under the argument that this
would “protect” the industry: however, it creates barriers to entry and an oligopoly domi-
nated by a few national champions who can lobby without competition for specific pro-
grammes, technologies, or prices that may not be in Brazil’s and tax payers’ best interests.
Points concerning this matter in the policy should be revoked, and the government and
the industry should learn from the past and focus on strategic partnerships at the
global defence supply chain with potential to develop the sector and transform it into a
more competitive, dynamic, and internationalised industry. In the same way, the creation
of a bureaucratic tax exemption process only helps those companies that have infrastruc-
ture or that are “friends” of the government to endure the process. Thus, tax exemptions or
cuts that try to make Brazilian defence products and services more competitive in terms of
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price should be made accessible to all defence companies without condition or process by
simply reducing or eliminating taxes on these kinds of products and services. Further-
more, companies within the Brazilian defence industrial base need to learn from the
past and diversify their products and markets in order to develop a sustainable portfolio
and be independent of single clients or markets. Finally, the technological innovation
efforts from the NDP need to be better co-ordinated, and a clear vision of what is necessary
needs to be defined in order to transfer the right technologies, knowledge, and research
and develop effective projects. In this matter, a comprehensive plan should be developed
with clear objectives, roles, responsibilities, actions, and deadlines. In summary, the NDP
objectives can only be effective if the policy succeeds in each perspective discussed, creat-
ing a synergistic effect that leads to a sustainably increased national power. However, it
appears the clear and ambitious vision created during the NDP formulation was lost
during execution, as a result of its poor coordination by the Ministry of Defence, and
the combination of high complexity and low delivery capacity regarding the defence pro-
jects developed by the armed forces branches.

This research is limited by the data available for analysis and its research scope, there-
fore, it would be fruitful to pursue further research on derivative questions: For instance,
how do the developed defence programmes target the threats present in the Brazilian
defence and security environment? To which countries would Brazilian hard power be
comparable after the implementation of the NDP? Will it be enough to fulfil the Brazilian
vision for power? Which mechanisms could help to restructure the Brazilian defence
industrial base? A possible direction for addressing such questions is a series of in-
depth analyses and discussions regarding the defence industry and programmes in Brazil.

The findings and conclusions of this article have implications for scholars, scientists,
industrialists, military and government officials, and civil society. Scholars can use the
findings and join the conversation, conducting further research regarding these topics.
Scientists can define key technologies and knowledge necessary to properly develop
defence programmes. Industrialists can use some of the findings and follow recommen-
dations to increase their competitiveness and avoid repeating the mistakes of the past.
Military and government officials can focus on the challenges and suggestions identified
herein to solve issues regarding the implementation of the Brazilian National Defence
Policy. Finally, civil society – particularly Brazilian citizens – can enter the debate regard-
ing the defence policy to ensure the correct use of public funds.
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